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MAPAAEI EXWINAAANARUWHORIZATIONMEKAPTWSAA=1 £ 5, 00

<!--BEGINNING OF PAYMENT FORM-->
<form id="shopform1" name="demo" method="POST"
action="https://alphaecommerce-test.cardlink.gr/vpos/shophandlermpi" accept-charset="UTH
8" >
<input type="hidden" name="version" value="2"/>
<input type="hidden" name="mid" value="1011010"/>
<input type="hidden" name="lang" value="en"/>
<input type="hidden" name="deviceCategory value="0"/>
<input type="hidden" name="orderid" value="1234567"/>
<input type="hidden" name="orderDesc" value="DVD and Book"/>
<input type="hidden" name="orderAmount" value="5,00"/>
<input type="hidden" name="currency" value="EUR"/>
<input type="hidden" name="payerEmail" value="john@test.gr"/>
<input type="hidden" name="billCountry" value="GR"/>

<inputt ype="hidden" name="bi I'»State" value="ATT1l K1
<input type="hidden" name="billZip" value="10559"/>
<input type="hidden" name%*bill City" wvalule="A0n1va

<input type="hidden" name="bill Address" vijalue="2o0
<input type="hidden" name="payMethod" value="auto:MasterPass"/>

<input type="hidden" name="trType" value=" 2"/>

<l-- Optional Fields-->

<input type="hidden" name="extInstallmentoffset"1"/>

<input type="hidden" name="extInstallmentperiod"12"/>

<input type="hidden" name="extRecurringfrequency"12"/>

<input type="hidden" name="extRecurringenddate"20120512"/>

<!I-- Optional Fields-->

<input type="hidden" name="cssUrl" value="http://www.merchatshop.gr/css/eshop.css"/>
<input type="hidden" name="confirmUrl" value="http://www.merchatshop.gr/OK.jsp"/>
<input type="hidden" name="cancelUrl" value="http://www.merchatshop.gr/NOTOK.jsp"/>
<input type="hidden" name="varl" value="test1"/>

<input type="hidden" name="digest" value="dhdhfkjhljkhkljhlkjh="/>

</fform>

<<I-- END OF PAYMENT FORM-->
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AUTHORIZEDUY3 d U scUay dd
PRE-AUTHO g3 UaaUoe e
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Success Confirmation URL fields (Recurring Payments)

Field HTTP | 1 0 o
Al Al POST Ynoxpswl'laplypa(pn
parameter)
1 version Y goece=2
2 | mid 3 A stU) yUUUs d Usee “6g UacU aU
3 | orderid 3 K saU) yGUOUUs d Usee “6g UacU aU
g U eUyalGeU Udd GgsUsaUosed:
4 | status 3 QUTHORIZEDUYS d U 9c¢Ua] BREAUTHA U3 Uk
CAPTUREDU3 d U 96 Uay SAElwae Us 010 Ba
5 | orderAmount 3 A 90GU; yiOUUs dq Usege "6g UacU GU
6 | currency 3 A 90U; yiOUUs dq Usege "6g UacU GU
7 | paymentTotal 3 Fge a UUs eU Uds didedmoutidd e OUUBD
zesgeU "e6g "UysalUebyYslUs "3 AHOdUU
8 message g ﬁgslﬂJagUog”(haU UU aUaUsgsagle guy} 9y
"guU) Uy UeeUUB()
9 | riskScore Y oUaoalUdd jaliesg Udd GgsUealUoed
Hzydetaead ~adjreed ~6g U saycUda
1 Vvisa
1 mastercard
10 | payMethod g 1 maestro
1 amex
1 diners
Tyusahd GgsUaaUoed "e6g U YoUUU
11 | txid o Alpha e-Commerce
12 | sequence 3 B Uiavs Ujsdefhd Udd U UsUaUebUs
13 | seqTxld 3 T™xdUdd U UsUaUebUszfheUsadd ~oadj ¥ee
14 | paymentRef Y Tylusoahd yooayostdd Udd GgsUsaUoed
15 | digest 3 gU Uy U yva3y “UOloadigest U Uds eey e
gU0cssayd slidoald o0sU Ud tsUGiauldd U s6Ua)diddd & UF Wed@iily Bsj UGaU
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42. EvVNUEPWTI KN OoegAi da AToTUXNHME\
(Failure Confirmation URL)

¢ aUaaul Dsm{e;@qlgﬂuub Add@my didd aUs eUanUUAIphgh Ue @i
gommercoeGUq§ "0y a’ Urtd U e g qurRp id e g d}éaﬁlblaggugeu’gﬁ(]y
Uds U secUajdidq U aY¥YdU CGgscheaddoe ecyly Udd UUUbadUed
Aihtes d tGgsUesaUoe U3 UasUs U sUgced, 5 d U escUaydad d
"6g 3U Ues UsdeUji13Us 09U Uds U eUgecaU Udd GgsUaaUoed

MPOZOXH:ceAi da mMou o010 TE€AOC OO epy@aviocelr n emiLxeipnao
Ml OQ €ETTI TUXO0UC OQWIVOAN@WOILG oMo QdyVicOhanmuapdmgel va TeEpPpl €)X
OVOAULUTI KEGC TMANnpo@opi ecOYLAaKEY aGguLVDAAARAPpREROUYN G

gU ~"0OtaU "e6g U 5uA&)heyebCUmmeq:eugUléqnpreJ(DoafltmatlonUrlsU Uds )
gagooe) vid =@dageilp Uigs UasalUoed GUasze3UUs GUe3s “~ Uy Us¥yUx

Failure Confirmation URL fields
Field HTTP [ 1 00 pe
A/A | POST Ynoxpswl'lsplypa(pr]
parameter)
1 version Y goece=2
2 mid 3 K 90U; yGiUOUUs dq Usege "6g UaclU
3 orderid 3 K 90U; yGiUOUUs dq Usege "6g UaclU
4 status 3 g U eUyalGeU Udd GgsUaaUoed
5 orderAmount 3 K 90U; yiUOUUs dq Usege "6g UacU
6 currency 3 K 90U; yiUOUUs dq Uscse "ees3@edl
7 paymentTotal 3 Fge a UUs U Uds didedmoutidqd ¢ U
zesgeU :Gg"’D;gaog’bYsﬁe "1 R
8 message g ahoegd U esUgecaUd Ucig’ ugs UaaU
"UyoeyeaesUUs @lBags Bl HGdie: UUe d
9 riskScore Y @oUaoaUdd jaliesg Udd GgsUsaUoe
Hzydetused "~ aoadjyyeed ~8g U sayoc
1 Vvisa
1 mastercard
10 payMethod g 1 maestro
1 amex
9 diners
Tylisafhd GgsUaalUoed “~6g ~Uj Yo
11| txid © g’ di Lﬁﬂpbalﬂs Commerce ] ) )
Z U ’U;o'Ursted\u”vaJ«tg gz UaaUoed
12 | paymentRef Y FCANCELEDO ¢ e UUUDb®ENEesOYPy GUUU
g’ dJ wﬂpbalﬂs Commerce _ _
13 | digest 3 gU "Up U ¥3y "~ Uladgets U Uds ea}y

g¢U0cssayd slidoald o0sU U(g sUGiaulad U s6U0ay)didd & UF Wed@iily Bsj UGaU
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FUe ~ Ustaus) 300 U UsUdUsa¥Y eds3ielU0U "e6g € 63 U0a 30 avbUs
Message Meptrypagn
CANCELED B "UavyUdd UesijraU Ud g
REFUSED ¢ Ggs3UesalUoe 003 " ey 0 yo

ERROR sYuUdaU } hbade U

290 Ug 90 GUaauU "6g e©9U0 U sclUayddd Ggsedrd UedUsasl

T ANé | MA? At 7?2t
g) t

FgsedUsd shoes zd J UoelUUs 6adqltdd Udd GgsUeaalUoed

1. sUsdUGeysd FUUUGct ) sGd Uxs GUesscUavs Udd 7ryyUUgd GUd
2.3 y1bU0UGd Ueg YsltUxPDvpUdWd Bidgg Udd

3. XUedae HYeashUdUU Udd EisuUddd aUd €0 Ue Internet

4. 2 UGizsoe @oUscg e Udd EFisuUaddd aUd €0 Ue I nternet

YOUR CREDIT CARD IS NOT APPROVED
THE DEBIT OF YOUR CREDIT CARD IS NOT POSSIBLE
THE TRANSACTION WAS NOT COMPLETED

Typical reasons for processing interruption

Wrong card details

Exceeding of your credit limit

Low quality of your internet connection

Unexpected interruption of your internet connection

PONPE

K3 U Us @l Woagided ¢ a(d WWERJISP, PHP)b | a (i o & & Hitree (8ample Filese Us g
U} & Uqgechnical Integration.zipé.

gU0cssoayd slidoald o0sU Ud tsUGiauldd U s6Ua)diddd & UF Wed@tilyf By UGaU
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>
-
T
I
>
o
>
2z
A

5YmToAoylL opocg Digest
B yaUoced Uosag) hUqUUJ UasUs y3Ud U s aye3s hyed UddYal
UdidUaeysxys GgasUeaaUodit3. TY eeed "eg ~Je60 UdUa 30 "4 Uoe
3U UsoagebldliUbs claU Udd GgsUasUoed aUs 33U U”'el;lvyo”aauos -3
2eoUysUlehd, Yoaae 3heslelU a.oaphaaeCom;merce iYLO_BL(BC_{SEiJLUJ'gUC]y‘QBOUg)Gtﬁ}
GUsd "UjUeyUjegd g &aUeb¥Ys3Us e 8y U0a 30U U eUyyyUs Ug
¢ tUooosalilU UGGUaUaUd o900 ¢bYedgledoUddprag-Ednmheréea Ude g
aUs Udd U scUajydidd a2U00Y Ud ueswEedsU Udd GgsUealUoed C
g¢U beeUUU Udd uUsUlsaUGaUd UaszUs:

1) ¢ Upy UsU 950U a‘?‘duJSLGgJ:{Uquc{qud:cU]seUyasiu e 63 BHABED orlUosa

SECRETKEY, Ue @ 6ace oUd ®xdlng daxgla 6U0ds

2) ¢a u*uUIqugf;UU;Y Us Ud Uayers G0 oaY¥dU GgsUaaUoe Uds
checkoutl Uaa U GU Gga3lgdUWigesth €U Ue “~Olase

3) A‘Ys ¢ yaneeg’ UthngestJuusaUx‘es LBUseUngeeggfue”
Us @ onoeg’ Urs uUeseldlcsyseautcb@egandugJ
Uy U 6sdeysrs ~Ulars d GgsUaaUoe 9

a
EFdeUs1 3U0UUs RHU99 UM dided dodhadilUs Us Usad’

UayUdd Ujecea:
geliggUaalUoed
af]’ O0U0Us)

Je

GUs3s avYUeca

B g e6acoobigefi UsygUa UU Used:

1) Ti ¢ 11 gé€C T wva TToeadTi EWVA orwotva | ostnfieldspvalpgs  (

zU biedie d Useyd Uvs "UtoatddsegolddhYpwads ULE
Udeoscgy ostrihgdaUsxyBadi OU0UUs ~ Uy UayUvx)

2) T oSHARED SECRET KEY

¢ 6SHARED SECRETKEYUa 3 Us Ue oaaUsitia eU0UUsi U scUaydqadd ol
e UUUGe; ¥ Ux¥s GUescUars Udd GgsUsaUoed. A alGdd 6} d
G0lieeysrys "6g U ectUyeassUUs GBHAREDISEQRETKEY Udd d U;Y’CJ
"UyyceUs d Uyy slilel®WgeeUsU) sadidUa GUs Gyirgé ¢ gUsc g } 6d0
dessegyoeddaU

s

3) Ti ¢ ouv apasepdie 1spi256

a. base6 4 :y dze e d o vl o sseg lalliijfgfUls oy WIGeeyBaTe ASCI |
aULbonuU;qu

b. sha-256:hashUaof) sdeced e9U0d eofldlilsdgadddddldige scg) oa
ydqiGsUst 3 g 6oy UlL 3

Mpoooxn:

gUcscolaasclpf( e " Uy heeoUd), UasUs sharedlecipikeydil U3 aUsg s gs
aUs 099U Ues afhoas UgUf] pA? Dlg@tasef]muBYLtLﬂs Udy Useterssidegs  Uoaadf [ Uls g
scrlptlngUUGseaeong’gASFE) Uy ycegs egUoUai U0y d UGGYaUsU oaUs G

Ude o e @phops.U
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g0 beeUUU ¢ digest®ms U a i

gUss3hedid e¢00UbadqUL 3 ULheskout pagedigids U ¢ U Us3 “~as3UsU
pdesegyoalU SuwnggU V8asdalBgeyd UwheckeulWbmigld 3 Udd

Y e U d shared secret key

719 Ugoy ¥Ydstitge Udbyglo vyoe Udd Use digesti Ud ¢ OUUbadqUe

A w DN PR

1L.Tai vopunon peTaBAntwv aokKpIChebkputpagefeeldpe Tov T

¢ checkoutt UaatiU "~y Us 30 U egtUUaaUs hHaU UU g e8cy UxUsay
U s6Uaydiid yeUs Ud tgsUURUqUU 30 0’9&y3~097‘a~e@51)UsﬂDh UC
Uds aUsUegyoaU Udd U sl d dldign.U B oYdyU UsUsal0 UhlUied 3 6 €
" a 3 Chedkout page fields.
"gU) YuiUsoe U:
waoTo
A/ A Post field Post field value
1 | version 2
2 mid 9123456
3 lang el
4 deviceCategory 0
5 orderid 98765
6 orderDesc Order No 98765
7 orderAmount 1,23
é é e
é é e
34 | confirmUrl http://www.alpha.gr/succes
35 | cancelUrl http://www.alpha.gr/fail
A& B oc
A/A | Post field Post field value
1 version 2
2 mid 9123456
4 lang el
5 deviceCategory 0
6 orderid 98765
7 orderDesc Order No 98765
8 orderAmount 1,23
é
é
34 | confirmUrl http://www.alpha.gr/succes
35 | cancelUrl http://www.alpha.gr/fail

2AnplrLouvpyia evog e€viaiouv String pe TIC Tl UEC
oeAi dacg

O o

rd bytd Usd Use ycheckbutasl Usdiidys dWU(
Useyd Uxrs ~ Ulaxs cheokoyt W eoamily &add@s G
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1 Bos y6e8g3 oY 656 UsUcv) sltdosdy Weyssrb dd £ |

Uds Yaod

ZUstringd U "3y Us 30 GheBd) dadHds iUx 8 aUylecewss U Ussg

¢ GUsy ¥ Uxs eUUUbadqUL 3 dU “ y Ue6heckditpihefieds atsU €U
Yﬂsee'eotiucistnhg3;yJ9E593BJ'I@:JSU013ng5f] e 68y Ua 30 U 900
d GgsUyUetdl0Oy3s “6g "~ UyyeUs d oo GGl Y 6(g 6gas’

d
8 encode 95U php e Encoding. Convert 250 . NET )

NMopdde Ly pa

wotTo
Str i2019234%6el09 87 6 50r der No 9 87 6 a&pha.g/uccdshttp:ppvww.dlpravvg.r / f ai | 0

Bs ¢U00UBbady ¢ dW¥dlagidla U Ud GraUe_dUa1 Y
Ymapyxe.l KEVOWV |
petapfovmid kat |

A& B oc
Str |291g23456m87650r der No 9 87 6 &lpha.gt/Succéshttp:pvww.dlphavvg.r / f ai | o

NopddelL ypya 2:

EUstringdU "3y Us 30 (he@d) dad@deilars ~ Utars checkoutli UyeszaesU
UsheU aUs Uz UaszUs aUsygd

A/ A Post field Post field value

1 version 2

2 mid 9123456

3 lang el

4 deviceCategory 0

5 orderid 98765

6 orderDesc (_a Uisspace)

7 orderAmount 1,23

é é é

é é é

34 | confirmUrl http://www.alpha.gr/succes
35 | cancelUrl http://www.alpha.gr/fail

woTo

String= #9123456€el098765 1,23é http://www.alpha.gr/succeshttp://www.alpha.gr/faild

o

¢ ¢ UUUdGdeésey ¢ Us  Uspare, U ddmacellagg U Gge Uy soslring Ya UUUs G Us

ANaBoc
String= #9123456€l0987651,23¢é http://www.alpha.gr/succeshttp://www.alpha.gr/faild

¢ & UUUderésey ¢ Us Uspare, Usddmacellg Uh 003 Gge Ujpsrisgde bys 00Us
NMopddetlL ypya 3:

¢ U sl;le
he UgeUa

o -

OUb estfitgy 3add Usy v  Ud Yad Ue sz Oreckamilpagefields, o Us

e U0
U.
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Alpha e-Commerce

A/A | Post field Post field value

1 version 2

2 mid 9123456

3 lang el

4 deviceCategory 0

5 orderid 98765

6 orderDesc Order No 98765

7 orderAmount 1,23

é é é

é é é

34 | confirmUrl http://www.alpha.gr/succes
35 | cancelUrl http://www.alpha.gr/fail

woTto

St r i 291934%56el0987650rderN09 8 7 6 5 1, 2 3 & halphaogr/sucdceshtpv//www.alpha. gr / f ai | 0

Bs ¢ U0UUD astdng, W celBag dei 3

NGB oc

Ud UUsz9s3hedld Usg “ Uy U

St r i 201234%560987650rder No 987651,23elé ht t p : alghavgisucceshttp://www.alpha. gr / f ai | o

¢ Usee Uddlamgll Ugringidllze " j ¥~ Us

3.MpooBNAKNn shakeyd

sshared secret key U a 3 Usea Udsall G U = i

secret

cUajydqtdd aUs Uy ¥y UsUd,

é 0 o
GUescUaxys Udd GpgUBeUawd Gg¥s Uy sadidUa
a

desceg)oeddaU.

Mopddel ypa

A/A | Post field Post field value

1 | version 2

2 mid 9123456

3 lang el

4 deviceCategory 0

5 orderid 98765

6 orderDesc Order No 98765

7 orderAmount 1,23

é

é

34 | confirmUrl http://www.alpha.gr/succes
35 | cancelUrl http://www.alpha.gr/fail

A Y & &Shared secret key U a d2Bgwerty456, Uf) O Gtringd Wa 3 Us

St r i 29923456ef0987650rder No
98765

1, 2 3 é halphapgr/sudceshitpv/iwww.alpha.gr/faill23qwerty4560

Mp o oo XIrpshared secretkeyd e®@mMOOCTEAAET Al O0TO0 oc0OCTNUAO TNG

XPNOolL Jomol ei T al

MOvstringgcT 0 Mapamdadv w

3 Uord8ramolns U & aJY) Ye Uiigs U d 3

0 UstringU ysege

¢U0cssayd slidoald o0sU Ud tsUGiaulid U seUay;didd
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4 KpuTmtToypAa@rpomingkKtaov mMapay wyrn 1Tn¢ T pdipest T ng de-

ge UUessoah beel oo Wigddtdn siWde ale gy sedily (beges 4 gsh@gseist U s
Ui "6dg) disec VasllmUUs

base64 (sha-256 (utf8bytes( string*) ) )

*string = U o epgsy” U U a whkared secret key

NMopddel ypa

A/A | Post field Post field value

1 version 2

2 mid 9123456

3 lang el

4 deviceCategory 0

5 orderid 98765

6 orderDesc Order No 98765

7 orderAmount 1,23

€

€
34 | confirmUrl http://www.alpha.gr/succes
35 | cancelUrl http://www.alpha.gr/fail

Shared secret key = 123qwerty456

woTto
¢ Usee Udgigest" 8gaé gy Us 3d) dewatdd@di@as vd Used:

Digest = base64 (sha-256 (ut f 8 b A 23456el098765grOrder No
987651, 23. éhttp://www. alpha. gr/succeshttp:// www. al pha
¢ UtdeocghigestigbédgsUa U Usd "~y euslUoy Ulyd.

ANaBoc
Digest=b a s e 62812345681098765grOrder No
987651, 23. é hlpghag/sutcéshttwiwww.alpha. gr / fai |l & )

ioaU Ud uUdedigesgy Oz Uy ddBg 64 dGoseca shazpd U Ud 1 dgghasstlsU dliiied
secret key.
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51. EAeyxog¢ T1Tou digest @11 ¢ OamavTt
Tpame { ac

~ o

0 29U ahotsrggluuﬁj &Yoo dollys ey UeelUlkebivs Us U’ f
"B U.oloced 2a3U0U0UWmwese U Ud e UUUbadUe

(@]
“—
Qo

Co
o

3 U yvysUdad Udd ¢3 Y UsUd, eUsa eU Usd ddef,ose Ud e UL

aU L"J;syeubeq’aa{UQLﬂsxu;dvuasngygﬁg’ Wasp &d Bwday dad. GsU 30U

cUaydtd Uds U vsOdid "eg dU ubigesttd, Ud) ¢ DYUBedBPJU

Ue bwdlds 3 U Us CGadgigestf agl8dqgUyB&®s GUUaaUs d ¢ Y UsU.

MpoocoRNTI MR Tng digestaBdnonéEAvelr n e€mlI xeipnon oTnv TPAT
dlLa@opeTl KN amdé tTnv diggstyrotun @ oy eATadBEEN o Mng q; e L CX amavinon M
Kol a@opad KAei dwpa 01 0@QOPETI KWV usraBA Twv. Emopévwg,
TNg T1LPNGg Tn¢ WigestoPolun tomg¢d ATOoNK € apx !l K G ané TNV €TI Xeip
g e TNV T1uNR 1 diggsemmooyP AenTrénoct préowe (g ©TT NV amavinon tTng.

NMopddel ypa

]~ ¥3 Ud cConfintdationd Uaa t U.

A/A | Post field Post field value
1 | version 2
2 | mid 9123456
3 orderid 98765
4 status CAPTURED
5 orderAmount 1.23
6 currency EUR
7 paymentTotal 1.23
8 message Success
9 riskScore 0
10 | payMethod visa
11 | txid 112233
12 | paymentRef 888555
13 | digest 9HsWSglIs51pM/VN+UP1kZ+0H8204Ra6lItFCndQaRhM=
O G Ufy Wedhared Secret Key U a d0@E23qwerty456
ioU 30 UayoazUs d U scUaydiad UdaMPIlRespapge G0 UOgUBYys g9 0U0bo
30U g eeaeoallUs Us 3yeg Udgestddlacs Udde cWgddpaditg £dgUlgUh
G00aaUs d ¢ ¥ UsU.
AKiU)yeheesUUd Usgp elggslly Uet Usd
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Digest = base64 (sha-256 (utf8bytes(
f2912345698765CAPTURED1.23EUR1.230visal12233888555123qwerty4 56 0 ) ) )

g0y, 00qmULdte "eg "~ Jeoai UUs UaszUs . o
9HsWSgIs51pM/VN+UP1kZ+0H8204Ra6lItFCndQaRhM=d @ ~ @ gCUg gallms Ua e U UgUe
d U; vyGUO0¢g Ve O02WeaqgUe U1 U" Y3y "~ a3UsaU

&g
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6.Mapoxn dvvatrtotTntag¢ avadldntno

gqueries
A s aye3 g YyeUs d UgsUURUQUU, GU RaUOd U scUsjedls
YyeUOGU e6vyjad Uds UaGetuse Uesgd GUe @osUcUsystilUsah KyoU
"3 UoeUUB 696i3, o2ad ded) dog s ogdjlgo igsyYaedoryd. G6UJ
GdgooalUoayseyad UgaUURUJUU dU -~} ytestoy Bdlo fFedd di W dyeddja G U
UsUj o068 8sdqdUa o250 30 } Uo eRéditection.s 0a U0 GgsUaaUoyd ey

g Uy ¥ U Oxenbreglibst:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<VPOS xmins="http://www.modirum.com/schemas/vposxmlapi"
xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#">
<Message version="2.0" messageld="M1497440211835" timeStamp="2017-06-
14T14:36:51.835+03:00">
<StatusRequest>
<Authentication>
<Mid>0000001</Mid>
</Authentication>
<Transactioninfo>
<Orderld>1497439008107</Orderld>
<Tx1d>925832951</TxId>
</Transactioninfo>
</StatusRequest>
</Message>
<Digest>Dia9jgm+I5pTwG+RtsxyWbDIg+yxI9cRbZvSpELOpOc=</Digest>
</VPOS>

HU 96 Ud g élbaiausRequest element o U d 1o dlbdransactioninfoe U g ¢l axid U d d
Ggs UsaUopgUes.qUY

@ «Q

(@)
o

oo C
3 Co

g8 XML Re'seppneslee bYsUs UaszUs Ue Usheaesgde sUs U sUg t3U

"89g U Usoes3ase3UUs oaUs GUs wsUcUs;stlUsafh AjyoUaUas

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<VPOS xmins="http://www.modirum.com/schemas/vposxmlapi"
xmlns:ns2="http://www.w3.0rg/2000/09/xmIdsig#">
<Message version="2.0" messageld="M1497440211835" timeStamp="2017-06-
14T14:36:51.949+03:00">
<StatusResponse>
<TransactionDetails>
<OrderAmount>1.25</OrderAmount>
<Currency>EUR</Currency>
<PaymentTotal>1.25</PaymentTotal>
<Status>REFUSED</Status>
<TxId>925832951</TxId>
<PaymentRef> </PaymentRef>
<RiskScore>10</RiskScore>
<Description>Refused, REFUSED response code 03</Description>
<TxType>PAYMENT</TxType>
<TxDate>2017-06-14T14:16:47.245+03:00</TxDate>
<TxStarted>2017-06-14T14:16:47.204+03:00</TxStarted>
<TxCompleted>2017-06-14T14:16:47.375+03:00</TxCompleted>
<PaymentMethod>visa</PaymentMethod>
gU0cssayd slidoald o0sU Ud tsUGiauldd U s6Ua)diddd & UF Wed@iily Bsj UGaU
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@ ALPHA BANK Alpha e-Commerce

<Attribute name="MERCHANT NO">0000001</Attribute>

<Attribute name="USER IP">10.3.5.253</Attribute>

<Attribute name="CHANNEL">XML API</Attribute>

<Attribute name="SETTLEMENT STATUS">NA</Attribute>

<Attribute name="BATCH NO">175</Attribute>

<Attribute name="ISO response code">03</Attribute>

<Attribute name="ORDER DESCRIPTION" />

<Attribute name="CARD MASK PAN">4016#####0002</Attribute>

<Attribute name="ECOM-FLG">7</Attribute>

<Attribute name="BONUS PARTICIPATION">No</Attribute>
</TransactionDetails>

</StatusResponse>
</Message>
<Digest>6IHf0GO/PgCw+nvgY6Y1J2quKs+6TBiATzudG/VV568=</Digest>
</VPOS>
nuel wote OTL1, o010 Al axel prCootmnmkedr cEep yooh gei pop otvoi vl oAl Tpohia oe
ouvaAlayég yrLaoa 10 TeAevTtaio evapyrotr (1,5) €10¢. Emopé

OTI C OUYKEKPI HEVEC OCULUVAOAAOYEC.

KoBwg o 1pdémocg uvmdidestgli @ @mo U NTIOKEOOCP &Y | 0 T 1 ¢ oULUVAAAAyEC T
MTPOYUOTOTMOILl OUXMLAPI oK O d@U B0 OV 0dnviegc vmoAoyl ogol TOU.

6.1. YmMoAoyl opocg Digest
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6.1.1. YMToAOyl opocgc Digest XML puynv
isU Ud lUdedigeggxMle g3 UedgUed U UsUsi 3UUs UU Uszed:

1) T oXML element <Message>

1 é6 Uy sUche UMessagéba gdk ~ ¥y " Us 30U eU0UU; 0 Ua aU o
eydelied “~e6g dU "~y Us 3 Wpkynditoedr/a@egE@a VasUs
xml-c14n-20010315).

1 ¢ ovUsoas 68adid UTE-& Us 30U UasUs

2) T oSHARED SECRET KEY
¢ GSHARED SECRETKEYUa 3 Us Us osaUsitia e£U0UUU3si U seUajdidd o
e0U00Gey ¥ Uvr3s GUesscUaxrs Udd GgsUealoed. A aldd o}
t0leeys¥s ‘6g U’quyaaesUUs uSHAREﬂmSEGR&'E Yl’JQg’ Oy v’
"UyyeUs UJ,J,W ‘BB Gg®s Uy sadidUa GUe Usteng e dleg J a

idesaeagyoeddaU
3) Olcuvvaprt rpased 4 ©hai256

1 base64 :ydzelied o ¥isoseg BhWlgllisoy WlkHiGesydals ASCI |
aUbs Uat Uy edU
1 sha-256:hashUeaof) sdesd e95U0d spPflUsdgsotedlodijUselgde s6g}) o
ydqiGsUst 3 g 6oy UlL 3
g¢U beeUUU ¢ digest&XMlseldesgiiec UUesd Uasz Us:
pdescgyoaldMMU) cooaci
A" sacoe Usg ~ Ueglanard eMessage>y G Us
TU3 639086 elereitcMedsmge>

Y) e 0de osharddsagretkey G Us Uy cetejentdBlgssage> o Us Udesasgyoal Ush
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6. T3 g Uesoy Ydstidgp Use g Uy Uovoe Udd Udgesed aGUd eU0U0UBbadUe
7. Kot Uovoe tgpgd Udemeny<Digest> Uesg XM saai
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AVOoOAUTI KOTEpPO:
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CCc

"gU) YUiUsoe U

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<VPOS xmins="http://www.modirum.com/schemas/vposxmlapi" xmIns:ns2="http://www.w3.0rg/2000/0
9/xmldsig#">
<Message version="2.0" messageld="M1563450665076" timeStamp="2019-07-
18T14:51:05.076+03:00">
<SaleRequest>
<Authentication>
<Mid>3692581</Mid>
</Authentication>
<Orderinfo>
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<Orderld>1563450631711</Orderld>
<OrderDesc></OrderDesc>
<OrderAmount>1.25</OrderAmount>
<Currency>EUR</Currency>
<PayerEmail></PayerEmail>
</OrderInfo>
<PaymentInfo>
<PayMethod>visa</PayMethod>
<CardPan>4509034736221000</CardPan>
<CardExpDate>2206</CardExpDate>
<CardCvv2>756</CardCvv2>
<CardHolderName>John Smith</CardHolderName>
</Paymentinfo>
</SaleRequest>
</Message>
<Digest>cw4S5/iQ8WgAGekzsDIYKYd5ikXarha8413CfhFjQIE=</Digest>
</VPOS>

2. K 9sas9oe slBbegs & ylbpementkMassage>.

gy y Us 30U demens<tiessage>U s
MPOZOXH: ©Oa mnpémel wamespageoattatethent T 0
"gU) YUiUsoe U

<Message xmIns="http://www.modirum.com/schemas/vposxmlapi"
xmins:ns2="http://www.w3.0rg/2000/09/xmldsig#" messageld="M1563450665076" timeStamp="2019-
07-18T14:51:05.076+03:00" version="2.0">
<SaleRequest>
<Authentication>
<Mid>3692581</Mid>
</Authentication>
<OrderInfo>
<Orderld>1563450631711</Orderld>
<OrderDesc/>
<OrderAmount>1.25</OrderAmount>
<Currency>EUR</Currency>
<PayerEmail/>
</Orderinfo>
<Paymentinfo>
<PayMethod>visa</PayMethod>
<CardPan>4509034736221000</CardPan>
<CardExpDate>2206</CardExpDate>
<CardCwvv2>756</CardCvv2>
<CardHolderName>John Smith</CardHolderName>
</Paymentinfo>
</SaleRequest>
</Message>

3. 7U363956 cemedtcMddsage>

U YuUsoeU

<Message
xmins="http://www.modirum.com/schemas/vposxmlapi" xmIns:ns2="http://www.w3.0rg/2000/09/xmldsi
g#" messageld="M1563450665076" timeStamp="2019-07-
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18T14:51:05.076+03:00" version="2.0"><SaleRequest><Authentication><Mid>3692581</Mid></Auth
entication><OrderInfo><Orderld>1563450631711</Orderld><OrderDesc></OrderDesc><OrderAmou
nt>1.25</OrderAmount><Currency>EUR</Currency><PayerEmail></PayerEmail></Orderinfo><Paym
entinfo><PayMethod>visa</PayMethod><CardPan>4509034736221000</CardPan><CardExpDate>2
206</CardExpDate><CardCvv2>756</CardCvv2><CardHolderName>John
Smith</CardHolderName></Paymentinfo></SaleRequest></Message>

4, Yy e 0de osharddsegretkey i Us  Ug eelerdentdMessage> o Us tlidessgyoalU Ush.
String

"gU) YUiUsoe U

<Message

xmIns="http://www.modirum.com/schemas/vposxmlapi" xmIns:ns2="http://www.w3.0rg/2000/09/xmldsi
g#" messageld="M1563450665076" timeStamp="2019-07-

18T14:51:05.076+03:00" version="2.0"><SaleRequest><Authentication><Mid>3692581</Mid></Auth
entication><OrderInfo><Orderld>1563450631711</Orderld><OrderDesc></OrderDesc><OrderAmou
nt>1.25</OrderAmount><Currency>EUR</Currency><PayerEmail></PayerEmail></OrderInfo><Paym
entinfo><PayMethod>visa</PayMethod><CardPan>4509034736221000</CardPan><CardExpDate>2
206</CardExpDate><CardCvv2>756</CardCvv2><CardHolderName>John
Smith</CardHolderName></Paymentinfo></SaleRequest></Message>SecRetDigest

5. zUO0UUU,; sUTE8 0 U

g eyvlUsacs eadldstigs; Yoes WFBYap gEn ’g'e;Uu 3U U s0UgecdlC
GgsUjUetUxyas "cg 60U y®@s gpedasUa Ud s dd oYdU @Gey ¥
Encoding. Convert o0sU . NET ).

6. ZT1a Ueoy Yd(stitgd Ubed Uy Uoxvxoe Udd Udgestd Udd £U0U0UbadUed

e UUssoaf beelU oo WgebtdmsWge g gy ®dy llﬂma@GiJg@ﬁUﬁSGJeutUrs
Us; ¥ "6g G6)Jdlosee e898i30Us 85 Gga3U;yUelUsd UasUs
a. base64 (sha-256 (utf8bytes (string*) ) )
* string = XML message + sharedsecret

Digest = Base64(SHA256((utf8bytes(canonicalize(Message))+utf8bytes(sharedSecret))
"gU) YUiUsoe U

<Message

xmins="http://www.modirum.com/schemas/vposxmlapi" xmins:ns2="http://www.w3.0rg/2000/09/xmldsi
g#" messageld="M1563450665076" timeStamp="2019-07-

18T14:51:05.076+03:00" version="2.0"><SaleRequest><Authentication><Mid>369258 1</Mid></Auth
entication><OrderInfo><Orderld>1563450631711</Orderld><OrderDesc></OrderDesc><OrderAmou
nt>1.25</OrderAmount><Currency>EUR</Currency><PayerEmail></PayerEmail></OrderInfo><Paym
entinfo><PayMethod>visa</PayMethod><CardPan>4509034736221000</CardPan><CardExpDate>2
206</CardExpDate><CardCvv2>756</CardCvv2><CardHolderName>John
Smith</CardHolderName></Paymentinfo></SaleRequest></Message>SecRetDigest

Digest= cw4S5/iQ8WgAGekzsDIYKYd5ikXarha8413CfhFQIE=

7. K9 GUovoe dgpsf Uaement<Digest> Uesg WKKMca@s iU g0 Usae

U YuUsoeU

<?xml version="1.0" encoding="UTF-8" standalone="yes"?><VPOS
xmlns="http://www.modirum.com/schemas"><Message xmins="http://www.modirum.com/schemas"
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lang="en" messageld="1370004820649"
version="1.0"><SaleRequest><Authentication><Mid>0000001</Mid></Authentication><OrderInfo><O
rderld>1369981694782</Orderld><OrderDesc></OrderDesc><OrderAmount>1.25</OrderAmount><
Currency>EUR</Currency><PayerEmail>andri.kruus@modirum.com</PayerEmail></Orderinfo><Pay
mentinfo><PayMethod>visa</PayMethod><CardPan></CardPan><CardExpDate>1406</CardExpDat
e><CardCvv2>756</CardCvv2></Paymentinfo></SaleRequest></Message>SecRetDigest

<Digest>cw4S5/iIQ8WgAGekzsDIYKYd5ikXarha8413CfhFjQIE=</Digest></VPOS>
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6.2 EAeyxodigesboutl ¢ amaviTKMLel ¢ ToOwU
Response

ydtd, o9 U _jevholbey ds W GlliseddeaaWef , Usd U xMle G Usd " @eg
Uoecaed o2a3UUWgese U Ud e UUUbadqUe

ZOresponse, eUgsa g0 Usd g Roass Ud & UUdygessd Wy g gaa*?U;GUJa; eay‘l.dssU‘
eaUsuvlaa/csl"JGI’DsUdUeayg{sg’sﬂDlﬂ[lﬂb&Jquyﬁ@o;QUO[ GseU 30 UayoaUs
U ¥30dadd "e6g dU uUecdUa, dUdigestey Us d3 8 0ldo o6 tpyimke Bdg 6&-c
U UGgooy digeskd sgUUdg ycUs GUUaaUs d ¢ ¥ UsU.

MpoooRNTI PN TNGg digestaBAINOHREAVEL N €Ml Xeipnon o1nv TPAT
dlLa@opeTt KN amd Tnv diggstProtun @ op EATABEANNTNAE TTI X E€i pnon w¢g
Kol oa@opd KAei dwpya 01 0@OpPeETI KOV PeTABANTWV. EMOPEV WC,
TNg T1LPNG Tnc¢ igestorPoln tom¢d ATOoNK € apx!l K& oamo Tnv €T XeEiD pl
g e TNV T1 PN Tndigesemoof Aenmménagt preofpe n T pamel{a oTnvV AaAmMAvTI

6.2.1. EAey xodigesbout 1 ¢ oamavinoel ¢ T
XML Response

¢ O'QGUG;quqycGlIEJe JUWele Ydillls Ues @i G6Udey Udd yUds 100U =
U 9

i
3UlGy)e3UUs GUes "~ Uy UsyvyUx “~as3UaU.

NMopddel ypa
]~ ¥ 3 Ug ¥ apevL

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<VPOS xmins="http://www.modirum.com/schemas/vposxmlapi"
xmlns:ns2="http://www.w3.0rg/2000/09/xmIdsig#">
<Message version="2.0" messageld="M1563450665076" timeStamp="2019-07-
18T14:51:05.117+03:00">
<SaleResponse>
<Orderld>1576665869855</Orderld>
<OrderAmount>1.25</OrderAmount>
<Currency>EUR</Currency>
<PaymentTotal>1.25</PaymentTotal>
<Status>CAPTURED</Status>
<TxId>928723031</TxId>
<PaymentRef>116083</PaymentRef>
<Description>OK, CAPTURED response code 00</Description>
</SaleResponse>
</Message>
<Digest>G8PaO+qg3iebld2tkDnsuzvI4iP5LKn1MfaCUBOVJs60=</Digest>
</VPOS

U
s Us 3yag UdlgestmﬁfmesUc{kjeatﬁ’l@):ﬂ@pm{&ﬂﬁg’ @ UguUh
Y Usg
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| “ecest danpssdyeelementU K gesponse,” } 6 i d y Ulbatttiblte
xmlins=http://www.modirum.com/schemas 8 UksU W@ ¥ al&@hared Secret Key:

AKGU) e holosgdg V0 GeGUsd

Digest = base64 (sha-256 (utf8bytes (<Message
xmins="http://www.modirum.com/schemas/vposxmlapi"
xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#" messageld="M1563450665076" timeStamp="2019-
07-18T14:51:05.117+03:00"
version="2.0"><SaleResponse><Orderld>1576665869855</Orderld><OrderAmount>1.25</OrderAm
ount><Currency>EUR</Currency><PaymentTotal>1.25</PaymentTotal><Status>CAPTURED</Statu
s><Txld>928723031</Txld><PaymentRef>116083</PaymentRef><Description>0OK, CAPTURED
response code 00</Description></SaleResponse></Message>SecRetDigest) ) )

"Uj 0U0d) e8i e efglUs ja3olsgeldls Uasz Us:
G8PaO+q3iebld2tkDnsuzvi4iP5LKn1MfaCUBOVJs60=

d e 8aU aUs GgelGy3aUa U UglUe ~e¥MLeeBWsal d Uy Y’

Co
2]
Ce
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MAPAPTHMATA

A. YINTOAEI ITEAMAIA( ENI XEI PHZHX KAI MEAATH)

A.1E-MAILENI XEI| PMERCHANT E-MAIL)

yUUs d_"adjree UasUs U sUgced, B-malumqs;wﬁeputj$q’§!q0u 8
t U0 30U Usqsu;dea 290 Ud 3yU3maHgsUL,!eeayUsoU% ye@sal 3” Lﬁ;gseLﬁegf}JsﬁG
aUseyseg oaUs eUUUbadqUL 3U(ehoodt8iUbhadWygUlUpsebl8&UBasUs

©¢é ua’ dj Uniphale-Commercei Astic " sadidd 299U 3yU daUaUyessee (gs U:
Oc0UU e€5U 3yU daUaUjessee GgaUaaloe.

FUcoscUaU KAe Hjag

ys3eeU Ke’  fj) eg: Merchant Name
Tyliosoahd Ae h} e gMerchant No
taUctBeafPeg Merchant URL
FUsscUaU EFgsUaaUoed
¢elUyeedsal Fgs Datediotald

Tylisoahd EgsUsaoUXiD]:

Txtusahd vUy Uoso UWederly
Trxrlio®hdgyoladd Payment Reference

"ge iU, Uo o:Uaa Ud Order Amount

gt 8Bd Type

g1 h Bad} vseg’ Payment Method

Egee UBae s Ya (@ as eWallet(s) Involved

TUOYO BE§ d)e G 6 o9 aVallet Status

]} odeRd Uy s Number of Installments
Fge3ahUdqUU A UsUaUebUsfheUsys
Yoady)] vretL 3 Number of Recurring Frequency
]} odéhdsUalUecbhU3sheUs¥s

"Yady) veL 3 Number of Recurring Sequence
FUJd g UsdgeasegelU “~¥d, Uuf]UGPRE}AUIDHORIGS@TIOng’dlﬂgs;UpalﬁJae:g’U
"3ecyyealUU CCIQR[I’UI%EJ)yUu[q eEyGU aU 7 deUjeeacsgosUoayd deyy Ug
FUsscUaU BU); UooUaalgd

"gU) a0y UlGle ~ Uy Udrdedzesciibgon
tgejyeayYy UU Tax Id

Var2: Var2

Var3: Var3

Var4: Var4

Vars: Var5

FUcosdla¥vlUq

B3 d’tL 3 g:e @ Cardholder Name

] 1 9dE¥gUUd Card Number (Masked)

E-mail: Payer e-malil

gdoyld:vrsa Payer Phone

IP: User IP

dsasaY
Alpha e-Commerce
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ecommerce@alpha.gr
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A.2 E-MAIL M E A A TGUSTOMER E-MAIL)

2
U0s d "eodjree UasUs

g § U sUgedeysd,enthitiieWes ') 8/ Ul
U e9bUbUaxid Udd "~ od)reedemadgU) gpc U4, pddfhelgati@gogeh oU
e UUUbadUL 3 (85 eU0UUbadqUyd GUaz3e3UUs U oahoaoassU o2 ¥Yeel

Q¢ UK sbUbUaxvidd GgsUsaUoed U  hMelmanttiads U} o 3d@jelg ha UUY G U ¢

] o U’ dNamnk e Card

ge ~ UgnipslU sbUbUst 30Us HAUs d GgsUaalUoe g j UoegUUs @6o9e®
Merchant Nameli s Usa " U) Ust ddaU eU U sUgcaU U h UdaAphaeOU0iGh) eU0
Commerce UdAjphaBank. ¢U GUesecUaU Udd GgsUaaUoed GUd UaszUs:
¢gaUoaUjessah 7 UUmREHAG Bathe

tGUctdUeaatilU A 9 cMéwmhad GRL] :

Tylisohd EgsUaaUXtd:

"ge iU, Uo o Uasa Ud : Order Amount

¢elUyeedsal FEgs Datediotald

gy h ed Yad) ¥e e dPayment Method

FgeeUBa s Ya i@ as aWallet(s) Involved

TUUYOBE|§ de (e oo avallet Status

TxlUos8lg Uoo:Usa Udrder D

Trxlio®hdyoldd Payment Reference

]} odeRd Uy s Number of Installments

Fge3ahUdqUU A UsUaUebUsfheUs¥s

Yoady)] vretL 3 Number of Recurring Frequency

] 1 9odhd3sUaUcsbUsheUs¥s

"Yady) vetL 3 Number of Recurring Sequence

ga  Usnipd0 sbUbUs1 3Us ehae Uda U sUgce U  UaU;o0daU Udd
GgtUee UUcd Udlghag-Canmerde de &) g Afpha Bank. U oaUeaU "~ Uya UvlGd UUs
hUs Uy UooUaalU GUJd yeUs o2a3Us WércdhantNadeeXk ds Bis Us daUa U
U goalUslUsse Ugdiad Ueg deUsaUjessscgi aUUUGUeeUUcd 30U
"Uj UooU0ealUd GUJ oUs "g@yheduU Uy gud§ Os alyg sg yelOUU - Uy
"dU); UsUaasi e U, o jetmaikotdsll) Ubgelhfiz ksUaoe 3 Usse Uz Ulisy Y.

zU OsaUacedtd,

3 d ) Uaipbalk-Commerce
Alpha Bank
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B.YNOAEI IAMIOAEI SMNAAANARHDP ABURCHASE TRANSACTION RECEIPT)

B?Bz) ¢AYq?3zB | 0BA
PURCHASER NAME

] AELUZBE E3?)ss) i
ORDER I.D.

AKbqR23zt] KBtj AtAg
MERCHANT NAME

¢SKTEANB?LET¢ @tA3IU
AKYtj Kt AN¢EFE | MEREH
ADDRESS

UANL GAKGBBAKIZ]| ¥ q?
3 Y ¢ A KR ERESCRIPTION OF
MERCHANTISE - SERVICES

UBEB | UBA) B [
TRANSACTION AMOUNT

¢ZANBZEg?PE)] E3I?) ss)
TRANSACTION DATE

?PBztEz |/
CURRENCY

] N\t Uz BE KUGTALEEE

AUTHORIZATION CODE

E.C. (Electronic Commerce)* ¢ y3UUsad UgldeaddUgaeopadeadgdUeg
UBstLEgL T jTJ/\qE¢jg30(jy;L:JUUs UsUagUsa¥Y d caolUsae
CANCELLATION POLICY UsglJt dUsd, U sQUjelyd g dJj Ulst 3,
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OUU UeGYssldd(cHéckaut plige)h ~ 8 g

Alpha e-Commerce

XENTPHZIHZ

r. ENMNI ANOFTH TPOMNOY TMNATHH GINEHT
gU) UayUy dI0 sllgc@@ B WU0ao e C
"e6g € @63 Ual0 2Us®EUgehOGOOU
WEB VERSION

Payment method 7 Secure Checkout

() Add a new credit card e i =

O ’ PayPal see details

O VISA checkout see details

choose a payment method

PayPal

A by Visa

MasterPass

(O]

< [I3]

your card on file

Add new card

your MasterPass payment method and information will be
transferred to LivingSocial and the credit card associated with your
MasterPass wallet will be stored in your LivingSocial account as
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@ ALPHA BANK Alpha e-Commerce

< Back to Basket Order #: 58142909
Items: 1
PAYMENT METHOD: STEP 3 OF 4 Shipping: FedEx Priority
Overnight®
Total: $5,500.00
Choose a payment option
Blue Nile Credit Card Credit Card Bank Wire PayPal Visa Checkout by Visa MasterPass ™

wa S5 Bank
Hm o = e

Use your Blue Pay online quickly Receive a 1.5% Pay online quickly Save time at Checkout
Nile Credit Card. and securely with discount when and securely with checkout with securely with
your credit card. you pay by bank PayPal. Visa Checkout MasterPass™
wire. Please note,
@ bank wire is not
an electron
check.
v v v > v >
Gift Certificates
Gift Certificates can be used on purchases with a Blue Nile credit card, credit card, VisaCheckout, or bank wire. Select your payment method then enter your
Gift Certificate number.

Available payment methods:

Payl Wallet (Mot logged in) Padl >
Credit card VisAa @_. >
MasterPass —_ W

By selecting Pay, | agree to the Te

R75.00 Cancel

Choose your payment method

Faypal Paypal Pay Oniline by Paypal the handling fee ks 4%+0.3 Usd, for one ransecbion Bweng is 2 limit for 500 LFSD as New Usar
WebMoney webmum @._ Pay On-ling by QI the handing fag I 2%, for one Fansattion there is 2 lima for S00USD a5 New User

Credit Cand 'ﬂs‘. - Fay Onding by VISA And Masier Card, the handiing fee is 4%, for oo Fansaction theng is a lims for 500

WED a8 Mew User
Alipay A.'.[_?E?F: Py Ovlinsd By Alipay(Only Accept CNY Curféncy), e Randing fee is 1%, & ane Fansacson Withou! Limitaton Amount
% QIwi
Qe O WALLET

Pay On<line by TP, the handling fee s 4%, for one ransacbon Tere ks 2 lmit for 500050 a5 New Uses

= E-VWallet Available Balance 975.05 USD Pay E-aaliat Account Avatable Ealance, Chooss Online And Ofing Top

Up

Motkca: Fyouruss Weskem Linion, Webmaney Ciwi o Wite Translar, because T Tees method ane ron-real Ime, pleass Add money in your balance Arsy

¥ For Orser

gU0csoayd slidqoald o290
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. ALPHA BANK Alpha e-Commerce

Choose a way to pay

mm Cord = B == B drmoe Subtotal $140.00
Shipping $5.00
’ PayPal
Total $145.00

#Fay  Apple Pay

Place order

Moo
jre Payment V) ertee

@CedtCoc B8 — 0 ~
O P paypPal
O MasterPass §u

o) ©OPay
O VISA checsoue

Chooss Paymant Option

Cormit o Dabit 55 Paypal / AMEX  MasterPass Cashon
Card Sign up Bonus

Doy
visa @2 EhelioPay . n [
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@ ALPHA BANK

MOBILE VERSION

Alpha e-Commerce

Subtotal
S&H
Estimated Tax

$317.90
$0.00

$23.05

Subtotal:

Payment

Express Pay

wit /

Pay by Card

Secure payment with gift
and shipping options

Visa Checkout
Checkout with PayPal

Shoprunner

Masterpass

Select a secure payment method

$29.98

>

* 1 © suopaunnie

DEONG & TG

@  mosterpass

PayPal

g¢U0cssayd slidoald
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@ ALPHA BANK Alpha e-Commerce

A, SEAIT AA TTNHPHANBANK

AIMAHPQMH ME KAPTA

[§] ALprHaBank Alpha e-Commerce

You have been redirected to Alpha Bank’s secure payments platform.

Payment Information

Merchant: Alpha_test
Order ID: 01702221050
Order Description:  Test order some items

Grand Total: EUR 0.12

Card Details

AMEBITAN BHPEEEE

visa @ @ Domoe SafeKey ejisy Mastercand
Cardholder's Name : ( )

Expiration Date: < vjl ( v/]l

Security Code: C)
— &N

ALPHA BANK

gU0csosoayd alUd 295U 0Ud tsUGis3til08d U 96Uaydidd e Uf Wedagily B5 4 UG a U
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(5] ALPHA BANK Alpha e-Commerce

A2NAHPOMH ME WH®I AKO N&GRMm&SHOAT (

@) restereess

Welcome to Masterpass

To Sign up, provide your email or mobile numbsar which we'll use to find the right wallet for you.
Or sign into your existing one.

[Email or Mebile Number

Please enter 5 valid email address or mobile number.

™

I'm not a robot

Wi nead your consent fo procesd.

Our website uses cookies and other technologies, including technologies from partniers, to enhance your browsing expenence
and to offer you content that might be of interest to you. “You may receive mare information or set your preferences anytime
using the Cookie Consent Tool. By clicking Sign In or Sign Up sbove and continuing to use this site, you agree that we may
store and scoess cookies on your device,

&2 GBEngish

Terms & Privacy Cookie Consent

scUay didd ¢ OF Wedatily B5 4 VG a U
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(5] ALPHA BANK

ENMAHPQMH MNEERPASS

EFUsd UsafhaUd UeUsas UUUMastdrpaiss Utisa Ul aU
@D mosterpass x

KaAwcg ApBate oto Masterpass

Mapakaiw TTOAD eAEETE TV Tpameda, dnpioupyrioTe 1o BIKG oag wallet kal
¥pnoipotronote 10 Masterpass yia acggaleic online ayopég.

AT g
NATIONAL BANK
OF GREECE

e robank |

ALPHA BANK
Teat

(5] ALPHA BANK

Mo va guveyigoups, xpaalbUacTE T oUykaTdRear oac. H 10ToozABa YpnoipeToisl cookies kal Bidpope
TEXVOADYIEC TUVEDYATWV, YIG VO BERTIGVEI TNV EUTTEIRIO TIEIRYNOTC 0OC KOI VO 0ag TIPOCPEPE! TEQIEXGUEVD TTOU
iow¢ oog evBiapipsl. MTOPEITE va AABETE TEQITOOTEREC TTANPOMOPIES [ v OPIJETE TIC TPOTIUACEC gag

¥PNTIUOTTOIEITE QUTGY TOV IGTOTOTTIO, CUMQWVEITE UE TO YeyovOGC 6Tl umopolpEs va amoBnkslouus cookies atn
guagkeur} oog kal va Exoups Tpdopaon at autd

l1.E sacoe Udd
(K~ 9 o %B Ehglish)

@D mastercard  Dpoi & ZuppeToyric =

OTICIGBATIOTE OTIYUN XpNoICTIoIIVTaE To Cookie Consent Tool EMAéyovTag £va TepTopaM Kal GUvEKiZovTag va

To Masterpass Asitoupyei péow Tou wngiakou wallet Twv guvepyaldpevwy TpaTTedwy.

Cookie Consent

Alpha e-Commerce

“ady vreed U0

2.E s abog

Pick your wallet

8 UB UGB AP B\ oot e
maSterpaSS
@) mesterross LLOYDS BANK  o&e BANKOF
HALIFAX OPayair *

- SONEWLET  Flame QAT

—@ G’?'endava
Don't see al it from here: Select one here v
,a:r:,h; lore and access cookies on your

g¢U0c3ooayd slidoald o290 Ud UsUGia3atUGd U scUaydidd e OF Wedetdill 5y OG0 a U

Alpha e-Commerce ¢ y U Re-direct



(5] ALPHA BANK

Alpha e-Commerce

masterpass

by mastarcord

Let's get started

Provide some info so we can locate you
Masterpass wallet. Or sign up to cr
new one.

K9 G Uoemaile Ulde
926803gnlde g

3
0 -

masteralphatest@gmail.com

\/ I'm not a robot

Sign In

We need your censent o proceed
Our website uses cookies and other technologies,
including technologies from pariners, to enhance your
browsing experience and to offer you content that might
be of interest to you. You may receive more information
or set your preferences anytime using the Cockie
Consent Tool. By clicking Sign In or Sign Up above and
continuing to use this site, you agree that we may store.
and access cookies on your device

masterpass

by mastarcard

Welcome back

Just sign in to your Masterpass and you
can finish checking out

Masterpass Terms and Privacy Pol

Change

| Show

This is a required field
Forgot Password
| Remember me on this device to save my

usemame. If you're on a public computer,
uncheck the box

masterpass

by mastarcard

Check your
phone

texted you at **78.

Please enter the security code we just

Code from Text Message

Text Me Again  Email Me Instead

5 A~ &read Bleelnstead

B savliseafhd dU G8UaUWedU¢ Gmai l
dge adyt 3000 adU0e " Uy 0 ¥sy “~UObas
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(5] ALPHA BANK Alpha e-Commerce

. masterpass
by mostercard

Pay with...

Edit

EXXE KXXEX KAAXX 0107

1212025
master masterab ’

© Add Card

A sasoe oY, UU(d

. mastercard  Terms & Privacy Switch Masterpass/Bank ~ £}5 GB English Cookie Consent

ges ¥y cUbdYa U Yeéitd)rp” e g dU UsdeUy 1 3000s 05U Ues U

com
Q C
w o
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@ ALPHA BANK Alpha e-Commerce

Z. MHNYMATA AAOGOYZX ZITHN ZEAI AA NMAHPQMHZ
TUWwWBs UyalUad tGgsUaalol 3 (
edsi elUUU aYdegd aUds aUaa
aYdsegd.

seselUlUsals & Uy
U Usdpdtedbds Usp UU,

&m
Cn
@Q
C ey

Uo vy
Ogv

Amount must be decimal number

Amount must be positive decimal number

Amount required

Authentication failed, please retry

Capture amount is greater than available to capture

Capture amount is greater than payment total

Capture amount is required

Capture amount must be greater than 0

Card authentication failed. You may retry.

Card holder name is required

Card number does not match card/payment type selected

Card Pan invalid

Card payment failed. You may retry or select other payment method.
Channel {1} not enabled for merchant {0}

CVV Required for this card type

Entered card data not valid

Error in {0} payment method implementation, request creation failed
Error payment method {0} is not allowed for merchant

Error payment method {0} is not yet implemented

Error Reason: {0}

Error: Transaction type {0} invalid

External payment canceled. You may retry or select other payment method.
External payment failed. You may retry or select other payment method.
Failure to process payment message

Installment offset exceed maximum allowed value {0}

Installment offset exceed merchant maximum allowed value {0}
Installment periods exeed maximum allowed value {0}

Installment periods exeed merchant maximum allowed value {0}
Installments not enabled for merchant

Installments not enabled in system

Invalid (not supported) payment method {0}

Invalid amount {0}

Invalid CVV

Invalid expiration date

Invalid input field {0} length {1} max length allowed {2}

Invalid Installment offset {1} or period {0}

Invalid merchant id "{0}"

Invalid or unsupported currency {0}

Invalid order desciption {0}

gU0cssoayd slidoald o0sU Ud tsUGiaulidd U s6Ua)diddd & UF Weddiily By UGaU
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@ ALPHA BANK Alpha e-Commerce

Invalid order id {0}

Invalid processing flow. Use application controls only!

Invalid recurring frequencry {0} or end date {1}

Invalid request, transaction not created

Invalid shipping weight {0}

Merchant {0} is not enabled

Merchant {0} not found in system

Merchant missing

Merchant will not allow this transaction, please select other payment method or
cancel

Pan not matching original

Payment method must be selected

Please report this error with id to email address below, if it happens again.
Recurring end date {1} is not in format {0}

Recurring end date exceeds maximum {0} days allowed for merchant
Recurring end date exceeds recurring max period {0}

Recurring frequency exceeds recurring merchant max period {0}
Recurring not enabled for merchant {0}

Recurring not enabled in system

Recurring parameter frequency {0} or end date {1} is invalid

Request data is not valid

Request validation failed (at merchant)

Security error, invalid digest.

Security violation

Service provider is not active, transaction can not performed

Sorry, this card can not accpeted for installment payments, use another card
Sorry, this card can not accpeted for recurring payments, use another card
Sorry, this card can not accpted currently, please use another

System error id: {0}

System error, digest calculation error

Transaction missing or expired

Transaction operation notes may not be empty

Transaction operation reference may not be empty

Warning: Shipping service error, shipping unavailable

Your card is not recognized by system

Your session has been expired!
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@ ALPHA BANK

Alpha e-Commerce

H. KQAI KOI KAI ANEKTI KA ANOPPI WHXZ ZYNAAAAT QN
TOUOY Uds UsUyaUid Gg3UaaUot s (leeaselUlUsaLs e Uy Uor¥oe
arlisoecga oaUs aldlgo&U&aHY, bmg{g’@soULd%tbeﬁegULﬂsg’e g dy UGaUgd
Alpha e-Commerce U d d ) Yo We WU o Us & Umessadged) Ulasmpnses iz i ¢ UUe g (e
GUya3Us d g1y UsU GUds U scUajydtd. ¢ ~UyUsavyUr 2adlU
oaUs Uesgd UsUatUescegd ovilisoacid.
Kwdl K| AEKTI KO

00 APPROVED OR COMPLETED SUCCESSFULLY

01 REFER TO CARD ISSUER

02 REFER TO SPECIAL CONDITIONS FOR CARD ISSUER

03 INVALID MERCHANT

04 PICK-UP

05 DO NOT HONOR

06 ERROR

08 HONOR WITH IDENTIFICATION

11 APPROVED (VIP)

12 INVALID TRANSACTION

13 INVALID AMOUNT

14 INVALID CARD NUMBER (NO SUCH NUMBER)

15 NO SUCH ISSUER

30 FORMAT ERROR

31 BANK NOT SUPPORTED BY SWITCH

33 EXPIRED CARD

36 RESTRICTED CARD

38 ALLOWABLE PIN TRIES EXCEEDED

41 LOST CARD

43 STOLEN CARD, PICK UP

51 NOT SUFFICIENT FUND

54 EXPIRED CARD

55 INCORRECT PERSONAL IDENTIFICATION NUMBER

56 NO RECORD FOUND

57 TRANSACTION NOT PERMITTED TO CARDHOLDER

61 EXCEEDS WITHDRAWAL AMOUNT LIMIT

62 RESTRICTED CARD

65 EXCEEDS WITHDRAWAL FREQUENCY LIMIT

68 RESPONSE RECEIVED TOO LATE

75 ALLOWABLE NUMBER OF PIN TRIES EXCEEDED

76 APPROVED COUNTRY CLUB

APPROVED PENDING IDENTIFICATION (SIGN PAPER

77 DRAFT)

78 APPROVED BLIND

79 APPROVED ADMINISTRATIVE TRANSACTION

80 APPROVED NATIONAL NEG HIT OK

81 APPROVED COMMERCIAL

82 RESERVED FOR PRIVATE USE

83 NO ACCOUNTS

84 NO PBF

85 PBF UPDATE ERROR

86 INVALID AUTHORIZATION TYPE

¢U0cssayd slidoald o0sU Ud tsUGiaulid U seUay;didd
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@ ALPHA BANK

Alpha e-Commerce

87 BAD TRACK DATA
88 PTLF ERROR

89 INVALID ROUTE SERVICE

94 DUPLICATE TRANSACTION

NO UNABLE TO AUTHORIZE

N1 INVALID PAN LENGTH

N2 PREAUTHORIZATION FULL

N3 MAXIMUM ONLINE REFUND REACHED
N4 MAXIMUM OFFLINE REFUND REACHED
N5 MAXIMUM CREDIT PER REFUND REACHED
N6 MAXIMUM REFUND CREDIT REACHED
N7 CUSTOMER SELECTED NEGATIVE FILE REASON
N8 OVER FLOOR LIMIT

N9 MAXIMUM NUMBER OF REFUND CREDIT
01 FILE PROBLEM

02 ADVANCE LESS THAN MINIMUM

03 DELINQUENT

04 OVER LIMIT TABLE

05 PIN REQUIRED

06 MOD 10 CHECK

07 FORCE POST

08 BAD PBF

09 NEG FILE PROBLEM

PO CAF PROBLEM

P1 OVER DAILY LIMIT

P2 CAPF NOT FOUND

P3 ADVANCE LESS THAN MINIMUM

P4 NUMBER TIMES USED

P5 DELINQUENT

P6 OVER LIMIT TABLE

P7 ADVANCE LESS THAN MINIMUM

P8 ADMINISTRATIVE CARD NEEDED

P9 ENTER LESSER AMOUNT

Q0 INVALID TRANSACTION DATE

Q1 INVALID EXPIRATION DATE

Q2 INVALID TRANSACTION CODE

Q3 ADVANCE LESS THAN MINIMUM

Q4 NUMBER TIMES USED

Q5 DELINQUENT

Q6 OVER LIMIT TABLE

Q7 AMOUNT OVER MAXIMUM

Q8 ADMINISTRATIVE CARD NOT

Q9 ADMINISTRATIVE CARD NOT

RO APPROVED ADMINISTRATIVE

R1 APPROVED ADMINISTRATIVE

R2 APPROVED ADMINISTRATIVE

R3 CHARGEBACK, CUSTOMER FILE

R4 CHARGEBACK, CUSTOMER FILE

R5 CHARGEBACK, INCORRECT

R6 CHARGEBACK, INCORRECT
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@ ALPHA BANK Alpha e-Commerce

R7 ADMINISTRATIVE TRANSACTIONS

R8 CARD ON NATIONAL NEGATIVE FILE

S4 PTLF FULL

S5 CHARGEBACK APPROVED

S6 CHARGEBACK APPROVED

S7 CHARGEBACK ACCEPTED

S8 ADMN FILE PROBLEM

S9 UNABLE TO VALIDATE PIN; SECURITY MODULE IS DOWN
T1 INVALID CREDIT CARD ADVANCE INCREMENT
T2 INVALID TRANSACTION DATE

T3 CARD NOT SUPPORTED

T4 AMOUNT OVER MAXIMUM

T5 CAF STATUS=00R9

T6 BAD UAF

T7 CASH BACK EXCEEDS DAILY

T8 INVALID ACCOUNT
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